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Case study: how we are making Deribit talk to the outside world
Some general thoughts and experiences about interfaces and APIs

What is Deribit? (and which outside world?)

Who are we”?
Sebastian Smyczynski
Pawet tazarski
Robert tucarz

Piotr Skonieczka
Andrew Yanovsky
Willem de Jong



Getting Erlang to talk to the outside world

Joe Armstrong
Swedish Institute of Computer Science
Box 1263
SE-164 29 Kista, Sweden

I joe@sics.se

ABSTRACT

C
How should Erlang talk to the outside world? - this question B o
becomes interesting if we want to build distributed applica-
tions where Erlang is one of a number of communicating + C
components. C C
We assume these components interact by exchanging mes- B @ B ®
sages - at this level of abstraction, details of programming
language, operating system and host architecture are irrele-
vant. What is important is the ease with which we can con-
struct such systems, and the precision with which we can
isolate faulty components in such a system. Also of impor-
tance is theatiaenesthatbuiemneat CPU and bapdasadsh
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Some personal experiences

* ASN.1 at KPN/ETSI

* Nice, but not open! No free spec, no free tools — A missed opportunity from a different age

e SOAP at T-Mobile

* Actually not so bad, for our use case

XML parser (erlsom)
* Getting to know all the complexity of XML-Schema

* SOAP Erlang implementation
* A bit of a mess, from the perspective of a tool writer

* JSON/Rest at T-Mobile and in a hobby project
* What, no schema? (but nice for the hobby project)

* gRPC Erlang implementation
* Nice, but support is still lacking
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the Deribit server talks to the outside world

APl users
Web browsers (bots, market

makers, ...)

* One APl used by the web site, App
and end users (bots, big traders)

* The API pushes a lot of
information to the users: index,
trades, order book



Our requirements at Deribit

- 2-way: we push a lot of information from the server to the client

- Must be easy to use

- Also for parties with limited technical capabilities: speak a language that they
understand

- Must be easy to use from web browser/JavaScript (one API!)

- Must be efficient and fast
- Markets are volatile, traders need a fast API
- cannot use too many resources on the server side

- Must have documentation
- Must have a tool to test and visualize



The solution: json-rpc, websockets, OpenApi

* JSON-RPC - “designed to be simple”

* With some extensions to support notifications from server to client (subscriptions)

* Using websockets as bearer
 Efficient 2-way communication
e Easy to use from browser
* Good support in Cowboy

* Using OpenAPI (FKA swagger) as the specification language
* Not great, and not a 100% fit, but usable

* With additional support for REST/HTTP
* To have a simple fallback option

* Corresponding to the OpenApi spec — can be used with standard tools
* No subscriptions



Deribit APl Console

Token
‘ S API Request

Email address

r

Category
’ All categories v

API Results and notifications

Action
l /private/change_subaccount_name v

Change the user name for a subaccount
Arguments
sid:

| |

| |

Time Log:




Deribit APl Console

Token

{ 6uJWUBTZaNTKNBQUi9K3fxcgwqSe3d3Web17hTr } API Request

Category

{ All categories '£
Action

‘ /private/change_subaccount_name v

API Results and notifications

Change the user name for a subaccount
Arguments

§
C
e

Time Log:

[Rest and WebSocket API Documentation]

[FIX API Documentation]




OpenApi spec, tooling

Standard tools
(without

extensions) Api metadata
interface

“api console”

OpenApi spec
(with some Api spec server

Online
documentation
(slate)

OpenApi++ to

extensions)
Slate conversion

Support for tests CT test suite




H H Hide example code [ shell j int
Authentication s javascript python

/public/a

Deribit”
Retrieve an Oauth access token, to be used for authentication of ‘private’ requests.

curl -X GET "https://test.deribit.com/api/v2/public/auth?grant_type=password&username=
Three methods of authentication are supported: -H "Content-Type: application/json"

® password - using email and and password as when logging on to the website

»
® client_credentials - using the access key and access secret that can be found on
Q the APl page on the website The above command returns JSON structured like this:
® refresh_token - using a refresh token that was received from an earlier invocation
DERIBIT API V2.0.0 response will contain an access token, expiration period (number of seconds that { oy g
the token is valid) and a refresh token that can be used to get a new set of tokens. s el
0 = "result”: {
Try.in API console ST R )
JSON-RPC "refresh_token": "6faf8L36]daSqsjCEEiwqifPpj6JB18RWwiWHrsGTZ91",
"scope”: "string"”,
METHODS Parameters "token_type": “"bearer"
}
Authentication . ... ¥
Parameter Required Type Description [}
/public/auth
. grant_typ true string /O Method of
/private/logout : o
client_credentials  authentication
Session management refresh_token
Supporting
Subscription ma : username string Required for grant type
assword
Account management
Trading password string Required for grant type
Market data password
SUBSCRIPTIONS client_id string Required for grant type
client_credentials
FIX API
string Required for grant type
To the Deribit website client_credentials

Documentation Powered by Slate
refresh_token string Required for grant type
refresh_token




Talk to the outside worlc
in a language that they understand

e Standards are important (you knew that, of course)

* It would be nice if there would be more support for gRPC
* probably just a matter of time

* Tools & specs are important
* To test, inspect, validate, author, ...

* If necessary, combine some things and write some simple tools
* To help yourself as well as the outside world



